
Career Summary

Five years experienced Enterprise Cybersecurity Threat Analyst with a track record in securing large-scale

networks, managing complex cybersecurity systems, and leading diverse teams. Skilled in employing advanced

tools like Tanium, Python, and PowerShell, with a focus on innovative risk mitigation and system optimization.

Skills

Threat Analysis, Incident Response, Network Security, Team Leadership, Team Development, Risk Management

Professional Experience

Enterprise Cybersecurity Threat Analyst | 08/2021 - Present | United States Air Force | Langley AFB, VA

Secured a global network of 800k users across three classified domains, responding to over 100 incidents.

Directed multi-team bespoke SEIM training, automating threat intelligence and saving 1.2K hours yearly.

Led global upgrade of 76 domain controllers across 20 locations, extending network support by 5 years.

Authored Python/PS script with open-source tools, detecting 100+ weak passwords in Active Directory.

Pioneered adoption of Scrum (agile) for project management, boosting mission completion rates by 32%.

Enterprise Security System Technician | 07/2019 - 08/2021 | United States Air Force | Langley AFB, VA

Overhauled endpoint management systems, strengthening network security across 1.2 million devices.

Upgraded and secured 20k hosts, providing insights to leadership and achieving enhanced system visibility.

Organized the resolution of a global network outage, restoring operations and maintaining continuity.

Restored functionality to a vital flight component within 24 hours, supporting key military airspace operations.

Conducted extensive security reviews and headed training sessions, addressing high-risk vulnerabilities.

Education

BS, Cyber and Data Security Technology | The University of Arizona Global Campus | 05/2024 | Chandler, AZ

3.99 GPA

Dean's List Fall 2021, Spring 2022, Fall 2022, Spring 2023, and Fall 2023

SALUTE Veteran's National Honor Society Member

Alpha Sigma Lambda Honor Society Member

AAS, Information Systems Technology | Community College of the Air Force | 11/2021 | Montgomery, AL

4.0 GPA

Distinguished Graduate

Certifications

CompTIA CySA+

Certification ID: 19S3XQYZDN411F3K

Valid through May 2027

CompTIA Security+

Certification ID: NDP055QG0PEQ10C1

Valid through January 2026

Pearson IC3 Digital Literacy IL4

Certification ID: w9bso-HaEW

Amber Caravalho

(415) 993-0312 | me@ambercaravalho.com | ambercaravalho.com | linkedin.com/in/ambercaravalho | Seattle, WA

-------------------------------------------------------------------------------------------------------------------------------------------------



Awards

Air and Space Accommodation Medal

Attained for leading cyber-attack pattern analysis, identifying tactics and developing detection measures.

Recognized for directing responses to critical system outages and data leaks, safeguarding data integrity.

Air Force Information Dominance Outstanding Mission Defense Activities Airman

Honored for outstanding contributions in cybersecurity at both squadron and group levels.

Recognized for building robust solutions, securing critical assets, and bolstering mission readiness.

Air Force Achievement Medal

Earned for exemplary performance in endpoint security, achieving a perfect score in a major inspection.

Recognized for expertise in attack sensing, malware protection, and incident response.

Volunteer Experience

Diversity, Equity, Inclusion, & Accessibility Facilitator Training Team Lead | 10/2022 - 05/2024

Launched the first military DEIA facilitator training initiative, developing facilitators across five bases.

Guided groundbreaking DEIA program development, influencing conversations across multiple branches.

Diversity, Equity, Inclusion, & Accessibility Program Co-Lead | 05/2022 - 05/2024

Co-led unit initiatives, organizing events and educating the workforce on inclusivity.

Collaborated in managing DEIA complaints and promoting workplace awareness.


